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1 AGETOR/AXT v. 3.0 introduction

1.1 Changes in brief

Version 3.0 of AGETOR/ADK provides a number of impements both with respect to internal
architecture, Log & Trace functionality, AXT errpresentation and JOB mangement. The basic
ADK system now comes with a user management systa@mallows simple access rights to be
individual or grouped. Highlights in short:

» Configurable persistence of AXT filter input

* Detailed error presentation of AXT errors in th&TLGUI

* Presentation and redelivery of DDS-files from witkine L&T GUI

* AXT FTP/File/Mail Inlets use DDS to send documemtAXT. This ensures retries and a
redelivery option on delivery failure

« AXT JOBS GUI allow for browser based search andnmalation of jobs handled by DDS
server
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» User and profile management supporting individ@gepaccess restriction

* Misc. improvements to the L&T GUI

* Docdeliver can now issue ftp protocol commandsannection with a transfer and support
passive mode FTP

1.2 Installation

1.2.1 New installation

Installing from scratch impose no special probleMsu should simply install the ADK executable
and all related 3.0 packages you need (AXT badxSDFTPInlet, Mailinlet, SOAPInlet, Print and
EDI packages).

2% It is higly recommended to do a new install for AGER 3.0.0 rather than upgrade since
this simplifies the installation procedure and easa sound environment with explicit
default for new setting and potentially improvettisgs for old configuration items..

1.2.2 Updating existing versions

AGETOR/AXT 3.0 can be installed on top of an ADKLA. version, but not on earlier versions. If
you have an ADK 2.1.0 you should first upgrade tba.1.1.

Installing on top of 2.1.1 requires some attensamce you might have modified configuration
and property files. You also have to consider hiogvipgrade of you Log & Trace database should
be conducted. We will go through the options aratedures in this section.

1.2.2.1 Backing up the existing database
You may wish to backup your existing data beforecexing the update operation (see below) or for
other reasons — e.g. periodically. You simple secuthe content of the

AGETOR_HOME/data/db/derby directory. We recommeadzip the complete directory into a
backup file. To subsequent the content you will@imhave to 1) delete the directory (important)
and 2) unzip the old content again. Replacing threeat database will of course loose its data.

1.2.2.2 Installing on top of 2.1.1

1) Shut down running AGETOR/AXT components

2) Unzip the 3.0.0 zip file on top of your existingstallation (your AGETOR_HOME
directory). This does not overwrite any of your figarations but simply ensures that the
install-tool is updated (classes) and that the AT 3.0.0 files are placed in your
packages directory (AGETOR_HOME/install/packages)

3) Delete agetor and agetor.bat in the directory (AGRTHOME/bin).

4) Run the setup command from the directory (AGETORMiKIbin/install) le.
setup <AGETOR_HOME> <JAVA_ HOME> <project-name-witb-spaces>

5) Invoke the install tool and install the packages

You will be prompted to determine if existing canfration files should be left untouched or
overwritten with the files from the packages.is crucial that you think carefully about what
modification you have made to the existing files so you do not loose changesin this step.

The modification to the install tool ensures thatiyare only prompted for files that are different.
It also present the install action (leave or owdariocal file) with a suggested default value. E.g.
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some core system configuration files are not likielybe modified by users and may safely be
overwritten.

If you decline to overwrite files (because of loadlanges) you should make sure that the
modifications from the package are merged into yibes. This is a manual procedure but it is only
strictly necessary for the following files (i.e.yonay ignore the changes in other files since the
system will assume decent defaults anyway).

» docdelivery_services.cfg
o this file has an important new property. Since wo@ not likely to have changed the
file, we suggest you simply replace the local copy.
» broker.cfg
o This file has new definitions for a db-service. Yowst make sure to take the new
definitions in. It is likely that you have changghis file if you have added your own
services, environments etc.
* Hibernate.cfg.xml, logdb.hbm.xml
0 Must be installed
* Log4j.properties
o Should be merged since some insignificant errodsvearnings are filtered out in this
version
e agetor2 webapps path have been renamed to ageicaaB8¢commodate for this change, copy
the content of your agetor2 webapps path into ag€tptionally you can afterwards delete
the agetor2 webapps path)

Once through the above steps you must update tiadadse if you did not choose to completely
install a new fresh one during installation. If ydid so, you can disregard the database updating
steps below.

1.2.2.3 Updating an existing database

During the install you are prompted if you wishdompletely replace the current Log & Trace
database with a new empty database. This is thmmmended solution since this guarantees a
complete and valid data structure.

However, if you have a need for retaining your &gl trace data you need to perform an update.
This update will construct new tables and colunaddéd in this version). Since this must be done
on live data it may both be time consuming (depegdin database size) and come with a risk of
data corruption.

The update procedure requires you to manually egean update command script while the
database server is running. The steps are:

1) Backup existing data

2) Make sure the servicerunner was started (db-servigening) but doNOT start the broker.
This will ensure the database is available butlthgding is not transmitted during the update

3) To ensure the db-server is running before you daiffdate you can invoke themd tool and
execute thehow command. The db-server shouldrlaning
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C:projects~adk?._.1.1>scmd
ServiceRunner Client ver. 1.8

Tupe help for overview.

» show

Fri Jan 19 13:45:52
log—server running Fri Jan 17 13:-46:84
db—=server running Fri Jan 19 13:-45:54

4) Execute the update script (run the sajatate-It-db in an AGETOR prompt)

The output of step 4 should be error free and ambd the output showed below:

Cwprojectssadk?.l.1>update—-1t—dh
Updating the Log and Trace database..
create table docFct <parent_id higint not null, functionld bigint not null unigu

table eventFct <{parent_id bhigint neot null, functionld bigint not null uni

table fct <id bigint not null, name varchar<255>,. urlbase varchar<{255%>, p

y key Cid>>
create table fctArg <id bhigint not null, value varchar<255%>, name varchar<{25%%> n
ot null, primary key (id, namel>
alter table traceevent add column eventMe integer
alter tabhle docFeoct add constraint FEKBEBEEEZFFA18H@3CBC foreign key (parent_id>» ref
erences document
?lter tah%e docFct add constraint FKBBEEE2FF414E199C foreign key <functionId) re
erences fct
alter tahle eventFct add constraint FEK1893625DEBS588FB6 foreign key <parent_id> »
eferences traceevent
alter tahle eventFct add constraint FEK1893625D414E199C foredign key <functionId?
references fct
a%ter tahle fctArg add constraint FKB3BY237F458C3BC4 foreign key <id>» references

ct

C:sprojectssadk2 . 1.1

The update script will upgrade/create Log & Traegabase tables without deleting existing data.
One final step must be completed to ensure datat@ms@stency. The following command lines
must be executed to fill the new columns (eventmbavailable) with valid values.

>j dk.bording.inside.db.ADKDBTool --cmd:execSQL --d b:logdb --statement:"update
traceevent set eventno=1"

>j dk.bording.inside.db.ADKDBTool --cmd:execSQL --d b:logdb --statement:" update
fct set available=1"

Once the operation has been executed you shoulartrése system (service runner and tomcat).
You should now be able to login with the adminitraiser (admin/admin).

2 Inlets and DDS-service as AXT-proxy

The File, FTP, Mail and SOAP inlets are now sendagtgeved documents for processing in AXT
using the local DDS-service. This has a numberdvBatages — primarily with respect to delivery
insurance and homogeneity.
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For inlets this means that the inlet does not havail immediately if the AXT server is not up
and running, instead it can locally store the datalisk together with a job file, and scheduletarla
redelivery to the AXT server. This is achieved asging the document to the local DDS-service
instead of trying to post directly to the AXT serve

This approach has the following advantages:

» Greater robustness to network fallouts

* Automatic delivery retries

» Configurable retry interval and number of retriesth globally and on folder level
» Easy manual handling through the AXT Redelivery GUI

The main disadvantages are:

» Bigger data transfer overhead (a factor of 2)
» Synchronous replies to sender can no longer beagtesd

The inlets comes with the use of DDS as proxy dautle It must be explicitly turned of in the
inlets properties file.

2.1 Inlets and DDS delivery properties

When using the DDS proxy mode for delivery to AXdefault) in the FTP, Mail and SOAP-inlets,

incoming data are sent to AXT through the DDS servVae DDS server support a rich number of
delivery options that may be useful to use. E.g oray wish to specify the number of retries that
should be done if delivery fails initially etc. Farcomplete overview of DDS delivery options

please refer to thBDS User Guide

2.1.1 General (“global”) delivery properties

Delivery defaults pertaining tall configured folders/mailboxes or the SOAP documaeitshe
SOAP-inlet may be given in the delivery-defaultg tghich is placed immediately under thiet
root tags. E.g. for the FTPInlet we may specify:

<delivery-defaults>

<{param name="enrichFromTrace" value="false"/>

<param name="retryPattern” value="38;68;680"/>

<{param name="description” value="Delivery to local AXT from test directory"/>

<{param name="synchronized" value="false"/>

<{param name="checkpointTextOnError" walue="The file {[docprop:ref]} sent by [docprop:sender] with did=[job:_did] for

{param name="checkpointTextOnSuccess" value="The file ([docprop:ref]) sent by [docprop:sender] with did=[job:_did] f
</fdelivery-defaults>

Such options are used when delivering the job tol AKrough the DDSunlessoverridden on
folder/mailbox level.

2.1.2 Folder/Mailbox level specification of DDS del ivery properties

Under each folder/file/mailbox-folder tag it is pdde to specify some DDS delivery properties
used when dispatching the job to AXT. If any sucbperties have been defined in the delivery-
defaults tag the folder definition will overrideetiglobal definition from there.
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The definition below defines a filefolder from whidiles are sent to AXT with the kdynctiors
set toorderhdl1 In addition a number of DDS properties are giterensure three redeliveries,
synchronized delivery and checkpoint generationnndhivered.

<{filefolder paused="true" name="${AGETOR_HOME}/datastest/input1" filename="=x.t1" listfetchfrequency="5" age="5"
retrypattern="none"

>
<delivery>
<param name="retryPattern” value="18;28;38"/>
<{param name="description" value="Delivery to local AXT from test directory"/>
<{param name="synchronized" value="true"/>
<{param name="checkpointTextOnError" value="FI The file with did=[job:_did] and ref=[docprop:ref] could not b
<{param name="checkpointTextOnSuccess" value="FI The file with did=[job:_did] was delivered on media [job:med
</fdelivery>
{posturl>
<{param name="function" value="orderhd1"/>
</posturl>

£IEiTafnldar™

\ /

2% Using this method for DDS delivery actually allofes delivery to other media than AXT.
E.g the files located in a file-folder could beeditly mailed to a mailbox, or stored on a
FTP-server. This simply require the specificatidnan alternative media and whatever
media specific properties are needed (similar tbveey from AXT with DocDeliverOutlet
filter).

The following two examples illustrates such altéineadeliveries:

-

FTP folder delivery

-->

{filefolder name="${AGETOR_HOME}/data/test/input2"” filename="x_ftp" listfetchfrequency="5" age="5"
retrypattern=""none"

>
{delivery>
{param name="media" walue="ftp"/>
{param name="description"” value="file to ftp dir delivery"/>
{param name="synchronized" value="false" />
<{param name="serie" value="file-ftp"/>
{param name="ftpserver" value="acme.main.server" />
{param name="mask" wvalue="fileftpis.tzt"/>
{param name=""folder" value="${AGETOR_HOME}/data/test/output2"/>
{/delivery>
</filefolder>
SS
Mail delivery
-=>

{Filefolder name="$5{test.casel.inputdir}" filename=""*_.mail" listfetchfrequency="5" age="5"
retrypattern=""none""

>

{delivery>
{param name="media" wvalue="mail"'/>
<param name="smtpserver" value="%{test .mailserver}"/>
<param name="from" value="fiEbording.dk"/>
<{param name="to" value="$%{test.mailuseraddress}"/>
{param name="subject" value="Direct input from FI®*"/>
{param name="synchronized" value="false" />
{param name="serie" value="file-mail"'/>
{param name="attachment" value="filemail%s.txt"/>
{fdelivery>

</filefolder>

Figure 1. Delivering from file folders to other meda (e.g. another file folder or a mail box).

2.2 Using LocalCalls to Create Resend Points
Using the DDS-service as a proxy is now also albkglanside AXT from using the LocalCall filter.
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This filter normally invokes a new document entnythe same AXT directly. The motivation for
using the DDS as a proxy is the possibility to tieeextra functionality resident in the DDS server,
such as automatic retries and later manual redglivighis functionality is made available to the
Localcall filter with the added attributesendable

Furthermore the possibility to choose which AXTingoke has been made available with the
attributeaxturl. If axturl is not specified the local AXT is used bgfault. Thus it is transparent to
the user if the local call process is handled dydxy AXT or first passed to the DDS server, it is
solely controlled by the resendable parameter.

2.2.1 LocalCall Description Attribute (Resend Point description)

When invoking a LocalCall (or an XMLSplitFilter) is possible to set a description attribute on the
filter if it is resendable. Setting the descriptiattribute will cause the filter to pass this dgstarn

to the DDS and if the job fails to be deliveredceaand point will be generated with this description
This possibility to allows the configuration manage configure a meaningful text description to
the end user, for jobs that might require to s=ine in case of failure. An example of how to use
the description attribute in connection with locall is shown below:

<doc name="testLocalCall">
<key name="function" value="testlocalcall"/>
<filter class="dk.bording.axt.flow.LocalCall"
description="Start of Order processing number {ord er_no}" resendable="true">
<param name="function" value="orderproc"/>
<ffilter>
</doc>

2% Note that it is possible to use AXT variables iesitle description attribute.

2.2.2 XML Split Filter

The XML Spilit Filter is now included as a part betstandard AXT filters. It provides the
functionality to split a single XML document intexgeral separate new documents to be processed
by AXT. These new documents are processed by AXigube LocalCall described earlier to
invoke AXT. This means that all attributes that leggpto the LocalCall filter will also apply to the
SplitFilter.

Parameter Type Description Default

Select Optional |An xpath expression used to selglct
elements in the XML document. All
selected elements are sent to AXT|as
separate XML documents.

exception_noselect Optional | if set to "true", cause the filter to ttwan| False
exception if the xpath expression doegn't
select any elements. If it is set to false
(the default value) it doesn't throw @gn
exception if the expression does not select
any element.

partname Optional | The part name which is used as |fPart
document reference for the newly

generated documents together with a|per
part increasing number.

stopprocessingonfailure Optional | Determines if the splitfilter should stoprue
incase processing of one of the extracted
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documents fails. If set to false the
splitfilter will continue processing the
next document extracted regardless| of
failure.

Createnewtraces Optional | Determines if the documents shgufdlse
figure as new independent traces in |the
Log & Trace GUI.

__axtkey <keyname> Optional | One or more AXT keys may be given
using this syntax where the prefix
__axtkey  is removed before th
<keyname> part is sent with th
document for processing in the AX
server

g% o

Below is an example of a splitfilter invocatiorsisown:

<doc name="splitfilter">
<key name="function" value="splitfilter"/>

<filter class="dk.bording.axt.flow.XMLSplitFilter " resendable="true" >
<param name="select" value="/order/orderline"/>
<param name="partname" value="part number"/>
<param name="createnewtraces" value="false"/>

<param name="stopprocessingonfailure" value="fal se"l>
<param name="__axtkey _function" value="testSpli tData"/>
<ffilter>
</doc>

<doc name="testSplitData" precedence="100">
<key name="function" value="testSplitData"/>

</d66>

In this example an xml file is expected as inputhva structure of elements that match the xpath
expressionforder/orderline All elements within this part of the tree are ridy split and sent for
processing by the testSplitData document entrythdfprocessing of the split documents fails, the
splitfilter will continue with the next in line si@ thestopprocessingonfailure value is set to false.
All events will be kept within a single trace amane of the documents fail, it will automaticalie
retried a number of times by the DDS service sifgeresendable attribute is set to true and the
SplitFilter inherits these options from LocalC&lee LocalCall section above for details).
If automatic redelivery falils, it is possible torfiem a manual redelivery of the document job and
data from the Log and Trace GUI.
2%  The output of the AXT SplitFilter is the same a® timput, unless something else is
configured at filter level.

2% Keys for AXT are unlike the Local Call filter pre&fd with __axtkey _ when specified as
parameters to avoid possible name clashing. Thiseissame convention which is used by
the Docdeliver AXT media.
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2.3 Invoking AXT using the DDS

The DocdeliverOutlet Filter and the AXT media inddeliver have been extended so that the filter
now optionally returns the output of the mediaeast of the result. This is controlled by the output
parameter. The DocdeliverOutletFilter is also exjghwith the childrenstoredata parameter for the
AXT media which controls the storedata attribute tiee children of the AXT document entry
which is hit by the filter. See LocalCall in Sectié for more details on storedata functionality.

The DDS now also has the parameter savefailedddiah is used for controlling what happens
with documents that fail. The default behaviouthiat the optional savefaileddata parameter is set
to true, meaning that if a job fails, the jobfiladathe datafile is moved to the docdeliver failed
folder, and a redeliver function is available ie th&T GUI. If set to false, the job and data fike i
simply delete if docdeliver fails to deliver theadment, no resend function is generated and in
general the data is lost. This is useful if knowgleexists that facilitates a possible redelivemfia
different state in the processing pipeline.

2.4 SOAP Attachments

In this release the former AXT Webservice package been included in the AXT Soap inlet

package and thus, the AXT Webservice package doé&mger exist.

2% The AXT Webservice package should no longer beallest since it is part of the
SOAPInlet package

2.4.1 Soap Inlet Attachment

If the SOAPInlet receives a soap message withlattaats included, the attachment included will

be sent on to AXT. Keys extraction and xsl| transf@tion is not possible for attachments. Multiple

attachments are supported, they will each be selKT using the same keyset for each.

2% When there are multiple attachments in a SOAP ngesthese are sequentially posted to
AXT. When all attachments have been processed bl AXeply is sent back to the sender.

2% If there are multiple attachments in the soap nessad the connection is abruptly
interrupted there is a risk that some of the atdatocuments have been processed by AXT
while others remain unprocessed. This is reporéat o the sender, which is then
responsible for resending the “missing” documents.

2.4.2 SOAP Debug Option

The SOAP inlet now has the possibility to store litgp input request it receives by defining
setting a debug option in the soap inlet propeftles The received input is printed to stdoutgsthi
enables the user to debug the information recemed change the soap inlet configuration
accordingly.

Furthermore the AXTEBXMLFilter now also containgetpossibility to set a debug parameter,
which when set will print the http request it setalstdout.

2.4.3 AXTEBXMLFilter

The AXTEBXMLFilter is an extension of the AXTSOARter which includes the creation of a
ebMS header. This filter now supports building a XNke syntax for the ebMS header to enable
the possibility of creating multiple receivers. Axample of how this is done is illustrated below:

AGETOR/A X T 3.0 what's new?
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The AXTEBXMLFilter accepts AXTSOAPFilter parametavgh the following additions:

Parameter name Parameter description

ebms_from Description of the sender

ebms to Description of the receiver

ebms_cpaid Identifier that governs the exchangaedsages between parties.
ebms_conversationid Conversation id between topavrtes.

ebms_service Service acts on the message.

ebms_action Action that should be performed.

ebms messageid Messageld.

ebms_description Description of the attached dociime

ebms_descriptionLarng The Language code used for the description. Ogfidefault isen-Us
ebms_syncReply Flag telling if the message shoudl dent synchronously pr

asynchronously. Default setting is none which mehasthe Webservige
Filter doesn’t receive an acknowledgement on thmesaonnection, and
later ebXML acknowledgements must be received m AXT SOAP

inlet.
For synchronous transfer it can be set to “signatdResponse” and |it
will expect a reply on the same connection.
ebms_partyldType Optional. Sets the type on thylohtag.
ebms_serviceType Optional. Sets the type on thecesiag.
Ebxml.* Xml pseudo xpath parameter values. Useddifining multiple type

partyids. See XML To and From Path Parametersmecti

An AXT doc entry example configuration that sendse@XML document is shown below. The
following example assumes that values with in {edlbranches are defined as keys in AXT:

value="http://localhost:11111/soapinlet/webservice" />

<doc name="sendsoap">
<key name="function" value="sendsoap"/>
<filter class="dk.bording.axt.tc.invocation.AXTEB XMLFilter">
<param name="content-type" value="text/xml"/>

<param name="url-target"

<!I-- Send AXT output as soap attachment -->
<param name="soap-attachment" value="true"/>

<!-- Set up ebXML header message -->

<param name="ebms_from" value="{ebms_from}"/>
<param name="ebms_to" value="{ebms_to}"/>
<param name="ebms_cpaid" value="{ebms_cpaid}"'/>

<param name="ebms_conversationid" value="{ebms_c onversationid}"/>

<param name="ebms_service" value="{ebms_service} ">

<param name="ebms_action" value="{ebms_action}"/ >

<param name="ebms_messageid" value="{ebms_messag eid}"/>

<param name="ebms_description" value="{ebms_desc ription}"/>

<param name="ebms_syncReply" value="signalsAndRe sponse"/>
<[filter>

</doc>

AGETOR/A X T 3.0 what's new?
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2.5 XML To and From Path Parameters

Instead of defining To and From Parameters usismgle standard axt parameter, it is possible
to use pseudo xpath expression to defined mulpphtyids and attributes on the tags to and from.

This is illustrated in the example below:

<doc name="sendsoap">
<key name="function" value="sendsoap"/>
<filter class="dk.bording.axt.tc.invocation.AXTEB

<param name="content-type" value="text/xml"/>
<param name="SOAPAction" value=""/>
<param name="url-target" value="http://localhost

<!-- Send AXT output as soap attachment -->
<param name="soap-attachment" value="true"/>

<l—Special XML path setup of multiple sender/rec
<param name="ebxml.To.Partyld(0)" value="SE88888
<param name="ebxml.To.Partyld(0)[@type]" value="
<param name="ebxml.To.Partyld(1)" value="8888888
<param name="ebxml.To.Partyld(1)[@type]" value="
<param name="ebxml.To.Partyld(2)" value="IMPORT"
<param name="ebxml.To.Partyld(2)[@type]" value="
<param name="ebxml.From.Partyld(0)" value="SE888
<param name="ebxml.From.Partyld(0)[@type]" value
<param name="ebxml.From.Partyld(1)" value="88888
<param name="ebxml.From.Partyld(1)[@type]" value
<param name="ebxml.From.Partyld(2)" value="IMPOR
<param name="ebxml.From.Partyld(2)[@type]" value

<!I-- Set up ebXML header message -->

<param name="ebms_cpaid" value="{ebms_cpaid}"'/>
<param name="ebms_conversationid" value="{ebms_c
<param name="ebms_service" value="{ebms_service}
<param name="ebms_action" value="{ebms_action}"/

<param name="ebms_messageid" value="{ebms_messag

<param name="ebms_description" value="{ebms_desc
<param name="ebms_syncReply" value="signalsAndRe

<[filter>

</doc>

XMLFilter">

/soapinlet/webservice"/>

eivers -->
88888"/>
organizationid"/>
888888"/>
EAN"/>

/>

AXID"/>
8888888"/>
="organizationid"/>
88888888"/>
="EAN"/>

T'/>

="AXID"/>

onversationid}"/>
ll/>

>

eid}"/>

ription}"/>
sponse"/>

This will generate an EBXML message header withtéhand from field on the following form:

<eb:From>

<eb:Partyld eb:type=" organizationid">SE8888888
<ebh:Partyld eb:type="EAN">8888888888888</eh:Par
<eb:Partyld eb:type="AXTID">IMPORT</eb:Partyld>
</eb:From>

<eb:To>

<ebh:Partyld eb:type="organizationid">SE88888888
<eb:Partyld eb:type="EAN">8888888888888</eb:Par
<eb:Partyld eb:type="AXTID">IMPORT</eb:Partyld>
</eb:To>

888</eb:Partyld>
tyld>

88</eb:Partyld>
tyld>

AGETOR/AXT
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3 Log and Trace improvements

3.1 Access to failed DDS documents and AXT transfor mations errors

With version 3.0, the error reporting from the DBSvice and the AXT server have been enhanced
to include possible linking information back to thervices in the case of errors. This means that
when a DDS document delivery fails, DDS will gertera trace event to which r@delivery
function is attached. The attached function isdadlst an URL with certain parameters that allow
the system to open eedelivery pagedirectly from the L&T event listings which fetches
information from the DDS server that had the erta. regardless of the location of the DDS
servet the failed document and its delivery properties/rha inspected, corrected and submitted
for redelivery.

Similarly, the AXT server will attach function infimation allowing inspection of the errors that
occurred during transformation. If properly configd (see section otonfigurable persistence of
AXT error9, the input documents of various steps duringttaasformation will be available for
download from theéAXT error viewwhich is a web-page that may be opened from L&T.

3.1.1 The role of the DDS-services

Since multiple project installations may exist aadporate in an AGETOR/AXT environment (and
these may be shielded by firewalls) it is not ginéfiorward to access data from different distrilute
services. The DDS-service plays a special role AMBETOR 3.0 since it exposes documents failed
during delivery or data from failed AXT transforrmats of the installation. This is done through an
IDL interface. In this way the data-sets are awddahroughout the distributed system (i.e. any
machine through firewall-tunnelling) if routing $&t up.

When the redelivery or AXT error view functions aecessed from the L&T GUI, the web-
pages actually uses IDL-requests to fetch datafsats the correct project (DDS/AXT servers)
using information registered in the L&T system (maof machine, application type, document id
etc.).

3.1.2 Attached function in L&T

In L&T the events that have functions attached witbw with a function iconl). This icon
indicates that the event has further informatiomteraction available by clicking the icon.

The standard system provides access to the fai@8-files and to (configurable) datasets from
AXT transformations.

The screenshot below shows a redelivery eventrathto a DDS-event (created when DDS gave
up document delivery and moved the file in questmthe error repository).

! Note that in a distributed environment with muiiDDS services reporting to the same L&T-servanity be
necessary to configure the internal routing betwaachines in order to be able to access any DD#esefrom any
machine. This configuration is described in theisacon AXT-server routing.
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1T Lo ‘ 1oL v e I
EOE®
fT-14
(/] 07-12-2006 22:43:42:452 Sent T-14/bbo-laptop/adk2. 1/0WM-  fanticore (1) dacentry (..
/] 07-12-2006 22:43:42:502 2] R_*ff'”e SRt ) b bo- lapropfadkz, 10V M-2/dd s server(2)
ending flle: AT error codesi8/200 nested

EHCEpPLio ng.anticlient StreamPosterErception): The IP .
e 07-12-2006 22:43:52:401 @ address of the host localhosts in T-14/bbo-laptopfadk 2, 1/%M-2/dds/cora(1)imedial1)f..,

httpefflocalhostefzeruletfdk.bording aut server.ContainerServlet

could notbe determined
[x} 07-12-2006 22:43:52:541 & Transforming ora-input ; Transfarm errar, T-14fbbo-laptopfadkz, 1% M- 1 fasticorel 1)/docentry o
Q 07-12-2006 22:43:52:551 @ Transfarmin r i Transfarm error T-1a&sbbo-laptopfadk2, 1AMM-1fanticore(1) docentr (.,
(/] 07-12-2006 22:43:52:621 Sent -E; - Tu invoking client{browser?) T-147bbo-laptopfadk2. 1/1M-1 /ant/core(1)/docentry(...
[ %) 07-12-2006 22:43:52:621 4 Teansfarming ara-input « Transfarm error T-14/bbo-laptapfadk2, 109 M- 1 faxticare(1]

Sent ora-input To error-repository [Ci\projectsiadkz,1
/] 07-12-2006 22:43:59:508 [f] decdelieeril T-14/bbo-laptopfadkz, 11V M-2/ddsfcorel 1)
@ 07-12-2006 22:43:59:509 i There are errors in the trace.

Clicking the function will result in a pop-up withclickable link. Choosing this link opens th®S
redelivery page

T-12-2006 221431521541 Transforming crg-input : Transform er

T-12-2006 22:43:52:551 Transforming crg-input @ Transform er
T-12-2006 22:14152:621 Sent -Exception trace- Tainwvoking cli

T-12-2006 2214 2:52:1621 Transforming org-input: Transfarm er

TR RN g
o

Sent org-input To arror-repository (O

T-12-2006 2243 Gooll £
Bedelivery Local A¥T server
T-12-2006 22:43: ithrguqh lacal }jrg]{erj al T

3.1.2.1 The DDS redelivery page
This page shows information on the DDS deliveryjudmg all properties from the job file. Some
values are editable. E.g. in case it was impossibsend the file to an FTP-server because the FTP-
server name was wrong, it is now possible to mottig/name and submit the job for redelivery by
choosing the redeliver function.

If the delivery was caused by errors in the datatexat of the file being sent, the file may be
downloaded to the local computer where it may bieddand subsequently uploaded. Again a
redelivery may be attempted.
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3 AGETOR ® AXT - Microsoft Internet Explorer |:|E|E|
© Eler Rediger Wis Forstrukne  Funktioner  Hizlp

: J Tihags -\)_J E] @ :_h /'.?J S@g E‘I}\?Foretrukne @ Lq_";v “I_;F |_.:] - I_‘J @ E ﬁ 3

Adresse |@ http: fflocalhostfAxT fdds redelivery faces?docid=dds%:2F1 786e64_10fSed92b49_-FfeStdid=YmIvL'WxhcHR ve A% 30%: 30, MmE2Y TUWRNZEEMTEMMWYkO T W TgeL TgwiMD A3l V| G

{Hyperlinks @] ACC @] agstor.com &) LaT-idx @] Intra (&) ADK-Basis @] ADK AXT @] xLeT &]BDTY @] A¥TSE &]BerlTid. @]Nordes & Trans &]DMI &]krak »

GDDg|E |Cv W | Go db@ @ @ E - i:? Bookmarks+ ‘E}r] Popups 0kay| “é? Check = % Autolink - -._."'-' ot [}Send tow: @SettinQSv
mywebsearch - I Psearch = \’f} Srnilesy Centra\ @ SCreensavers i Cursor Mania PopSwatter EEj Fun Cards.
Server id Local A48T seruer (thraugh lacal broker) 2

Docid ddgfmesee.st 10fSed92ba9_-Tfes

.]1?86e6471DfSed92b497-?feSI-

3

media ant

[tsoo

|
[07-12-06 2214342452 CET |
|
|

Is
:@)Retmmerva[ ]20
Jsaﬂa data [}
i I|eﬂception |
J Sy = h«rb—nme d y
@_Te’ntaﬂu es 1 3 |

o |

sarver URL [http:fflocalhostu/servletidk bording.ant.server.ContainerServlet |

=
Rtrie: Value
NG == famction ] [hroweeser ]
Dx B3 [ratryable | [falze |

. Download .

%

&] udFart & Trusted sites

The redelivery page structures delivery properties logical sections that may be
expanded/collapsed for better focus and overview.
For AXT jobs a set of keys are present and thesebmadited as well.

3.1.2.2 The AXT error view
AXT errors may attach functions as show below.

= = H S

106 103757642 Received d1 From invoking client(browser?) T-Z1/bbo-laptapfadkz, 1/1v M-
106 10:375 1672 E Sentdl To ™ main(1)/AXTSchemaalidater(1] T-21/bbo-laptapfadkz, 173V M-
106 103758112 El Ifl Receivad d1 From # docentroi™validate-invoice" | 17 T-21/bbo-laptapfadkz, 1/1v M-
06 10:37: 55523 * Transtorming 41 Transfarm arror T-21/bbo-laptepfadkz. 1720 M-
106 10037590224 E Sent -Exception trace- Ta inveking client{brawszer?) T-21/bbo-laptapfadkz. 1/2wM-

Again the function pop-up allows the user to chabsefunction — in this case the AXT error view.
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11-12-2006 101 37:5T1642 Received di From inveking clientibre
11-12-2008 10:37: 57672 Sentd1 To ™ main(1)/A%TSchema
11-12-2006 10:37:58:112 [F] Received di From #= docentry("vali
11-12-2006 10:37:5 Error Wiew Local 4T server nsform error
[throudh local bhroker)

11-12-2006 10:37:59:224 (= Sent -Exception trace- To invoking ¢
11-12-200& 10:27:59: 454 ﬁ Transforming d1 : Transform error
11-12-2006 10:37:59:455 er Thare are arrors in the trace.

\ /

2%  Note that the function text shown in the popup Isoie configurable and may/may not
include information about the source of the error.

The AXT error view is shown below.
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2 AGETOR ® AXT - Microsoft Internet Explorer
: FEiler PRediger Mis  Foretrukne  Funkbioner  Hijsslp "}‘

D © M@ G P frr @ 2% B-UOEE S

i Adresse I@ http: fflocalhostfaxT xfrerr . faces?docid=axt % 2F 7caadfa_1 0F70d3514F_-7FF 28did=YmIvLitxhcHR v A% 30 % 300 NZMAYWEZmEEMTEMMNz BKMzLxNGYEL TowMD A% S V| G
CHyperlinks @] ACC ] agetor.com & L&T-ide  &] Intra E] ADK-Basis &) ADK AXT (@] XLaT @]E0TY (&) ANTSE ] BerlTid. @&]Mordea & Trans &]DMI &
f . =1 [ aa ; = : :

: GDug'C Gl V|G0 & Q @ 9 Eﬁ + | &% Bookmarksw i_E_""] Popups 0kay| é Check w % Autalink » || Autori 2 @SettanSv
. mywebsearch v]

Psearch = 7 Smiley Central @Screensavers ’ Cursor Mania PopSwatter  |8]Fun Cards

Lacal ART server (thraugh local broker)

ant{TcBaabfa 1 OF7043514f -T2

oo

i\"mJuLWHthRucA==.N2M4VWE42mE6MTBmNzBkMzUHNGVSLTgwMDA=.1 |

Data File Mame  [ovn voje crshadkz,1/d ata/a stido cuments/axt_document_LFWUUSSMKS4GQY2IKI3 GGQISHUKE4MS)]
Doz Entry [validats-invcice | s
Transformer

|core.docentrl,l.main.AXTSchemaUalidater |

G Neme

autput falze
collecterrars true
‘noMamespaceSchemalocation filefff Ciprojectshadk2, 1fconffantftransformation sfvalidate_inveice.nsd
Timzstamp [pec 1o, zong |

Schemna |

Error List I Error Detail

e 29 cuc-pattern-valid: Walue '220620041" is not facet-valid with respect to pattern '([0-3]{10-9]L1F
[O-1]£110-9] 1 {20 22 [0-910 200 for type 'dateDDMMCTY Y,
Q 39 cuc-type.3.1.3: The value '220620041° of elerment 'FakturaData' is not valid,

Sies

|%

|-§'| UdFert

& Trusted sites

This view has miscellaneous information about tx& Aerror that occurred. This includes technical
information about the document entry, the keyswofilter that failed, the filters transformer name
etc.

Just as interesting the error view holds the detail all errors collected by the filter. E.g. the
stack traces, the position in the input fdad a snippet from the input pin-pointing the error
However, the quality and presence of this snippebmpletely dependent on the ability of the filter
to report the error exactly. Some filters do thisllvand others not at all. I.e. the XSLProcess and
AXTSchemaValidater ~ filters have good support since input processinghat they do. A filter that
sets some keys may not report any source position.

The error details below shows how an error messagk a stack trace is produced for the
schema-validation of an XML-file.
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Error List ‘ Error Detall |
Ermor hessage |cuc-pattern-l.la|id: Walue '220620041" i=s not facet-valid with respect to patrern '([0-3]{1}[0-9]{1}[4
Lire 39 | Column |3? |
Exception orgusmlsan. SARParseException: cwc-pattern-valid: Walue '220620041" iz not facet-valid with respect to pattern 'l

st org.apache.serces.util.ErrorHandlerWrapper.createSAXParseException(Unknown Source)

at org.apache.serces,util.ErrorHandlerWrapper.erroriUnknown Sourcel

st org.apache.erces.impl. XMLErrarEeparter.reportErrar{Unknawn Saurce)

at org.apache.serces.impl.AMLErrorReporter,reportErrar{Unknown Saurcel

st org.apache.serces.impl.is. “MLSchemav alidatorg X SIErrarReparter.repartErrar(Unknawn Saurce]
at org.apache.serces.implss. AMLSchemav alidatorreportSchemaErroriUnknown Sourcel

st org.apache.serces.impl.is. “MLSchemav alidator.elementlocallyvalidTepe(Unknown Source)

at org.apacheserces.implss. AMLSchemav alidatorproceszElementContent{Unknown Saurce)

st org.apache.serces.impl.is. “MLSchemav alidatorhandleEndElement(Unknawn Saurce]

at org.apache.serces.implss. AMLSchemav alidator.endElement{Unknown Source)

st org.apache.serces.sinclude.XIncludeHandler.endElement{Unknown Source)

at org.apachesercesimpl AMLMHSDocumentScannerlmpl.scanEndElement{Unknown Source)

3t org.apacheserces.impl.“MLDocumentFragmentScannerImpldFragmentContentDizpatcherdizpatchl

Cantext 35 “fSustemiariablasz>=

|F'reviu:uus || et |

Fatus<

Scrolling further down the screen the context —the position reported in the error is show with a
highlight of the problematic area.
AL LR UUTUINIY s U UL Ut AU stfdL U 2L MU S dL UL, Jdvdi L)

at dk.barding.inside.utiljob.MultiThreadedlobRunnerd_jobthread.execiMultiThreadedlobRunnerjava: 326]
at dk.bordingiinzside.utiljob.MultiThreadedlobRunnerd_jobthread.run(MultiThreadedJobRunnerjava: 264)

Cortest 35 <fSystemi ariables >
36 <LIMEITEMS==/LINEITEMS>
27 <SingleltemFialds=
a8 =Fakturanummer>204 668 fmag</Fakturanummers
29 <FakturaDato>2208|
40 <Fragthelob=</Fragtbelgh>
41 =Portobelgb=</Portobelghs>
42 =Totalbelgh=2000.00</Totalbelgh=
43 <Type=F=/Type=

Previous | | MHext

3.1.3 Error and redelivery tabs in Log & Trace

For traces that have attached error or redelivengtions, the trace detail view now provide tabs
that gives fast access to viewing error informatod redelivering failed jobs. The information and
functions available are a subset of the availatieriation in the more detaild views that can be
accessed directly from the event list.

See the illustration below for an example.
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A" =
Q 09-03-2007 15:08:07757 Lo Transforming 41 1 Transform error T-21/bbo-laptopfadkz,2/2vM-1/ant/care(1]
= v
@ IR 21 FEEREEY
Trace Detail
Trace ‘ Document | Event Transformer Errors |
Selected ervor function 1/1 [f] Stackirace ‘ Source Contaxt I
Q . cuc-pattern-valid: Value ‘220620041 is not facet-valid with respect to pattern '([0-2]{1}0- 35</SystemVariables> ~
S 1H0-1 {1 Ho-9K1 20K 2H0- 9K 2}’ for type 'dateDDMMECYY", g::;lNEII'{tEM leNEITEMS>
inglalte E

[ %] 38 cuc-type. 31,31 The value '220620041° of element 'FakruraData’ is not walid, 38<F. r-804668fmag</Fakturanummers>

39<F.

40=Fi {Fragtbelreh =

~

Figure 2. AXT errors visible in error tab

(%} 09-03-2007 14:20115:384 ile-lowsrcasy « Sanding fils:Unabla to connactte T-20/bbo-laptopfadk2 2V M-2fddsicora(1 ) medial 1)
(] 09-03-2007 14:20:15:394 = #;‘Emn emor-repository (Ciprojectstadkz.2 T-20/bbo-laptopfadkz.2/ 00 M-2/dds core(1) 2
[MEIE 122 BIBIDD oo bt
Trace Detail
Trace Document Ewent Transformer ‘ Redelivan, |
~
] 05-03-2007 14:20:15:504 Converted order 1%, delivery to noserver- 10 Maximum number of connection retries exceeded, [€
[F] 09-03-2007 14120115514 Converted order 19, delivery o noserver-10 Magimum number of connection retries enceeded, [f]
J 09-03-2007 14:20:15:524 Converted order 20, delivery to noserver- 10 Magimum number of connection retries exceedad, [F]
[Lit of redeiiverable documents of the currert race Conversed order 1. delivery tom machine Nolives Maitaum number of conpection rervies exceeded. [f
09-03-2007 11:48:46:101 Copverted order 2. dalivery to server 11 aimum numbsr of conpection retries exceaded. [F] »

Figure 3. List of redeliverable documents of trace

3.2 Miscellaneous improvements in L&T

3.2.1 Configuring choosable values for configurable search properties

Values for the configurable search properties m tface search may be predefined to a set of
values in theogtrace.properties file. This is done by setting a number of valueparties
corresponding to the configured property:

agetor.trace.gui.search.property.value.<m>.<n>=

where<m> is the number of the property ara> is the nth value (ranging from 1 and up). The
values are shown in a dropdown list. The order) determines the order of the list. If it must be
possible tonot choose a value, one of the values may be setttungo(i.e. no right-hand side
assignment).

3.2.2 Configuring shortcut links to list sizes fo r log and trace event lists

For the log and trace lists new shortcut links pecsfic sizes of the lists may now be set. New
installations come with the following values.

agetor.logging.lists.resultsizelinks=10;50;100
agetor.trace.lists.resultsizelinks=10;50;100

This results in the following links:
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Received d1 From invoking client(browser?) T-21/bbo-laptopfadk2. 1/9WM-1 axtfcore(1)/docentryl..,

Sentdl To ™ main(1)/AXTSchemalalidater(1] T-21/bbo-laptopfadk 2, 1/0%M-1/axntfcore(1)/docentryl..,

Received d1 From # docentro("walidate-inuoice” | 13 T-21/bbo-laptopfadk 2. 1/IVM-1/axtfcore(1)/docentryl,.,

Transfarming d1 : Transform error T-21/bbo-laptopfadk2. 19V M-1 axtfcore(1)/dacentryl..,
Sent -Exception trace- To invoking client{browser?) T-21/bbo-laptopfadk 2, 1/0%M-1/antfcore(1)/docentry .,

Transforming 41 : Transform error T-21/bbo-laptopfadk2, 1/1% M- 1 autfcora(1]

Eaak - A - A
=

There are errors in the trace.

[}« D]Pp]DI] 2121 [101[501[1001

7

Expanding the size of the lists may be convenierget a complete view when many events are
present in e.g. traces.

3.2.3 Checkpoint icons differ depending on attribut es on the document

The checkpoint icons shown now depend on whethtrdsting attributes are present for a
checkpoint. If not, an “empty” document icon is \slrmo@), otherwise the usual document icon is
A document is defined as “interesting” when it ltetached propertieseyondthe properties
defined by the system propetyetor.trace.gui.results.checkpoint.doc.cond

The default setting of the property is

agetor.trace.gui.results.checkpoint.doc.cond=ref

This means that only checkpoints with documents hlaae more properties than the ref property
will be shown with the usual document icon. l.ecdtrtain attributes should not attract special
attention, these may be listed in this propertpgisiemi-colon separation:

agetor.trace.gui.results.checkpoint.doc.cond=ref;my boringpropertyl;myboringpro
perty2;...

3.2.4 Configurable trace level operator and trace |  evel for trace searches

The properties in the example below allow adjustnuérihe default levels and operators used for
trace and log searches:

agetor.trace.gui.search.defaultloglevelop=>=
agetor.trace.gui.search.defaultloglevel=Error
agetor.logging.gui.search.defaultlevelop=>=
agetor.logging.gui.search.defaultlevel=Warning

3.2.5 Improved Trace Status Icon

Previously a trace had two primary states namely:

€@ Indicates that errors have occurred in the trace.

@ Indicates that there are no errors in the trace.
With the introduction of redelivery, it is possildler a trace to contain errors in the events artd ye
still be completed successfully. This happens tifage has errors which are caused by a delivery
which is unable to complete and thus generatesoomeore manual redelivery points. A trace in
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such a state will be in error and thus the statas shown will still be red. If manual handling of
this trace (ie. resending the pending documentsyuiscessful, so there are no longer any
undelivered documents in the trace, it changes.stdite new state reflects that there has been error
in the trace earlier, but they have been taken afameanually. The icon for this state is green vath
tiny red mark in the bottom right corner. Belovaisummary of the new states:

@ Indicates that the trace has errors.
@ Indicates that there was no error in the trace.
Indicates that there were errors in the tracetlmyt have been fixed by manual redelivery.

4 User management and login to the system

4.1 Introduction to the rights system

With ADK 3.0 the AGETOR/AXT system supports the usk differentiated user rights and
properties. This means that a user must log ihésystem using a name and password.

Individual users may rely on commerofiles but still override certain properties and rights.

A profile defines a set of rights and a set of rtips. At present the rights are limited to page-
access (i.e. restricting the access to certaingiagie system) and the property system is ndlyrea
used yet except for a few properties limiting thecés visible for users to traces with a certain
document or trace properties (see the Log & Trastem documents for details on the group
concept).

4.2 Initial login to the system

When the AGETOR system is initially invoked frombeowser the user is required to provide
credentials in the form of a login name and pasdwbhese are validated against information in the
configuration database.

By default the user/passwordagmin/admin  (which may be modified after login if required).

AG ETOR‘ AGETOR Log i n -I.:::In_l A0k 2.2 IIZIE'-.-'EI-:-|:-rr|>ar|t

User name | |

Password | |

Upon successful verification of the credentialspghge requested is shown.

4.3 The AGETOR application bar

Once logged in, an information and shortcut badisplayed at the top of (most) AGETOR and
AXT pages. The bar displays information about thkeent project and the user logged in.
This bar is show below.
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AGETOR Control Center

It may be seen from the above bar that we arearafiplication “AGETOR Control Center”, that
the project name is “ADK 3.0 Development” and ttiegt user logged in is “Administrator”.

The bar provides convenient shortcuts to certagepaf the system from tmeenulink. Holding
the mouse over the menu item will give a pop-up umerth links to the Administration, Log &
Trace etc.

AGETOR Control Center iiect ADK 22T Administration - Server Entry Cortrol Center Logout

4.4 User management GUI

The user management GUI can be reached from a bramsering the url:
http://host:port/ADK/rightsman.faces

Or by using the AGETOR shortcut likdministrationdescribed above.

The user management gui is used for creating aedrag users and user settings in the AGETOR
system. Below is a screenshot of the administra@b.

Users | Profiles |

Search Criteria
o] | v |

Search

User List |UserDetaiIei

| wgn | Name | pofle |
T & ladmin Adrministrator admin S|
T & bbe Boris Bonfils admin S|
- 3 peder Peder Herborg adrnin d
' & rtestuser Test User userprafile d
([« [ ][] 1] 21021

User |RightDetail| Fropery ‘

Lagin Password Confimn Pass. Hame Prafile Email

| | | | | | | [2dmin =l | |

| Save || Mew || Clane | r_1]

Screenshot 1: User Management GUI
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4.4.1 Users and profiles

The user management GUI layout consists of 2 sepéms, one for users and one for profiles.
Once a tab is selected the presented view is depardao 3 parts.

* The top part of the screen contains the searcérigjtallowing the user to find
and edit a subset of the entire set of users/pfPressing search will by default
find all available data as no specific search Gdtbas been entered.

* The middle part shows the found subset of the ke&tere data can be deleted
by checking the checkbox of each found user/prafilbe deleted and pressing
the Delete button. It is also possible to view titee details of a user/profile by
clicking the details icor,J) which will bring up the tree view described id £

* The bottom part shows the details of the seledd in the middle view. For
users this means the login name, user name, pas&iorHere a user can switch
password, change profile, user data etc. It is pdssible to clone a selected user
or profile and to create a completely new instance.

4.4.2 Rights and Properties

Rights and properties for a user or a profile aee sstructures. These are built from template or
default tree structures, and for users this in@Iiverging of multiple trees into a result tree.

Both rights and property trees have a templatevitéeh contains all possible nodes together with a
type and description of each node. All rights amdpprty trees use the template tree for
construction of data. Furthermore users usuallyehasth a profile and a set of locale rights and
properties. This is due to fact that many usershiriigave almost similar rights and properties and
thus would gain from using the same profile. Howewere are a few places in the tree where the
rights and properties differ for each user. Thesegs are described in local tree and the rest are
handled by the assigned profile.

2% Locally assigned rights or properties for a usevagk overwrite the ones for the given
profile, but in order to change the profile one tedit the profile not the user.

4421 General Tree Navigation
To describe the general navigation we use the gi¢ = Wight=

tree illustrated to the right to describe the dédfe
actions.
A tree is by default displayed with all nodes. Tk

means the = AI98ans pockhox is checked by

default. However there might be some nodes inrde
which are not explicitly defined for this user/gtef
When the all options is turned on these nodeslawes
With a dimmed grey color like for instance tr
LogAndTrace node in the bottom of the tree to t

=) WguiCDmpDnents
2 WaxT
o Woos
= mredeliuer','
mjobpmps
L] mLDgAndTrace
= u}l'race
msearch
magetan
L] Wpageﬁccess

= s
right. Clicking the All Options checkbox off willazise Eﬂxfmemfaceg
all dimmed nodes to disappear from the tree. o Waa-

A tree can be expanded and collapsed at each |
by clicking the + and — icons for the sub tree ®
expanded or collapsed.

mredeliuer','.Faces
magetan
mLDgAn dTrace
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Clicking a node will bring up the node details tbat node in the node detail view which always
is displayed below the tree. The editing of details tree is described below for rights trees and
property trees.

Holding the mouse over a node for a little whildlering up a description for this node the
purpose of the right/property etc.

4.4.3 Rights

When selecting a node in the tree, the detaildhiernode is shown in the details view. For rights
trees the details for a node are shown below. Attty top the path in the tree is shown with the
node names separated by a dot (.) ie. (PageAcceEs.refers to the node child of the node

PageAccess name AXT.

Lger | Fight Detail | Froperty |
pagefccess, AXT
m read userprofila profile ' I ey
m write userprefile prefile ' ' v
m Subtree read userprofile profile ' I {* '
W Subtres write Test User user i {* ' '

A rights node has 4 separate settings namely: waid, sub-tree read and sub-tree write. Each of
these can be set separately, the read and thesettiag determines the read and write access for
this particular node in the tree. Where as thetsedb-read/write does not say anything about the
access to the current node, but restricts/gramssado its children until overwritten on sublevel.
There 3 usual states for a right/setting and it caly be one of these hence the radio button
layout:
* When on the light is green and the user/profilede®ss.
« When off the light is red and the user/profile dneshave access.
« When undefined the state is determined by the parete or somewhere higher in the
tree.
The Derived from field tells the user if this riggetting is set explicitly by the user or inherited
from another tree for instance a profile.

When viewing a rights tree, in front of each noddoaible red/green light box icon is shown
determining the current right state of this node, i
« Wl read access denied/write access denied
« W read access denied/write access granted
« [l read access granted/write access granted
[l read access granted/write access denied

4431 Page access rights

In the current release rights are only used taicestsers from accessing specific web pages. The
Page URL is described as nodes in the tree uilattiual page is reached. This means that the
following URL:http:\\localhost\AXT\DDSwill result this lookup in the tree: pageAccessTARRDS

To prevent access to this URL and all sub URLs Erept the read and sub-tree read rights for this
node to off.

\ /

2% In order for changes to take effect the user(®cadd by this must logoff and login again.

AGETOR/A X T 3.0 what's new?
25

version: 1.0.0



AGETOR’

\ /

2% Only the read access to a page is checked.

4.4.4 Properties

The properties are structured as a tree to aclaenatural grouping of properties that relates te on
another. There is no inheritance and property wtan only be seen by choosing a node in the
property tree. The property details view is showetoty. A property contains a type and a value.
The property needs to be explicitly defined by gdime Def/Undef radio button.

trace.group

string [ [

“alue |'Forualtning 4

4441 Trace properties
The following properties exist to restrict the wadhat can be searched and modified by a user:

Property name Description

trace.group This property states the group to wkhehuser
belongs. If the group is stated (and |no
viewgroups property is stated) then the user will
only be able to search for traces that have| the
same trace group value. (The trace group value
is typically set during AXT processing)

trace.gui.viewgroups If defined, this property stathe trace groups
that the user may search for. l.e. if present it
overrules the users group property.
The value is a semi-colon separated list| of
groups. E.g.:

group 1; group 2; ...

trace.gui.search.property. <N>.type The type oéddition generic trace restricting
property (number N). Valid values are “trage”
and “document” depending on what kind |of
property you wish to restrict on. Please refef to
the Log & Trace guide for information on trace
and document properties.

trace.gui.search.property. <N>.name The name afildition generic trace restricting
property (number N). Please refer to the Log &
Trace guide for information on trace and
document properties.

trace.gui.search.property. <N>.operator The operatb an addition generic trage
restricting property (number N). Valid operators
are

=, in, <, >, <=, >=, like
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The value (see below) must conform to the
operator — if using the like operator you need to
use percentage wildcards (%) in the value field.
When using the in-operator you should provide
a comma-separated list of values. Strings should

be single-quoted.

Please refer to the Log & Trace guide for
information on trace and document properties.

trace.gui.search.property. <N>.value

The valuenadddition generic trace restricting
property (number N). Please refer to the Log &
Trace guide for information on trace and
document properties.

User: admin

Rights Froperies
=]l propetties
= trace
graup
= gui
viewgroups
= zearch
= property
=1
tupe
narme
operatar
value
- 7
- &
_4
_5
_E&
7

Figure 4. trace properties for a user in the propery administration

4.5 Configuration database
The user information is stored in the derby datalidgdb and made available with the AGETOR

cfg-service which is started with the Service Mata@ka Service Runner).

4.6 Management of AGETOR supported databases

At present the logging and configuration databasesthe only databases shipped with AGETOR.
These have the internal namegib andcfgdb .

version: 1.0.0
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4.6.1 Resetting users and profiles using systemtoo |

A command exist for recreating the information Ire tconfiguration database database (users,
profiles, rights and properties). This is done myoking a script from the command-line:

> db-reset-users

Issuing this command will 1) recreate all tablestled configuration database and 2) insert the
default user, profile and the administrator (witedentials admin/admin).

4.6.2 Other database management commands supported with ADKDBTool

The above script wraps the execution of the jawesscldk.bording.inside.db.ADKDBTool. This
class provides a few database management commasdshéd below. Please note that the effects
may be irreversable so it is highly recommendedbéskup the database before using these
commands.

46.2.1 Recreating an AGETOR supported database
To recreate these databases (delete all tablesegnelating them) you may issue the following
commandPlease note that all data are lost in the process

> j dk.bording.inside.db.ADKDBTool --cmd:export --d b:<db-name>

Where db-name is one of the supported databases.
The configuration database (cfgdb) will need toehasme default users created in order to have
anybody login subsequently. The default users aofilgs may be created with the command:

> j dk.bording.inside.db.ADKDBTool --cmd:createAdmi n

Issuing this command without the previous expone@nd will result in errors.

4.6.2.2 Updating an existing database schema
It is possible to update the tables of a suppaitgdbase such that tables defined in the Hibernate
schema descriptions which are not part of the atlyrénstalled database will be created and tables
that have been modified to have new columns aratepdaccordingly.

The command below updates the Log & Trace database:

> j dk.bording.inside.db.ADKDBTool --cmd:update --d b:logdb

4.7 Database Management GUI

An alternative to managing the AGETOR supporte@loiases logdb and cfgdb described in section
4.6 is to use database GUI found on the adminigirgbages together with user and profile
management.

4.7.1 Database Selection

Before managing a databases detail, a databasebmsstected by clicking on the details icon. See
screenshot below where the two AGETOR supporteabadses are listed.
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Users ‘ Profiles | | Datahases |
Databases | Database Details |
pEreE. FRm—— | betais |
cfadb The agetor configuration database used for user profiles a
logdb The agetor database used for lag and trace information 5|

4.7.2 Database Details Management

When a database has been selected, the detaitheoselected database are displayed in the
Database Details tab. This information is mainlymber of tables, columns and rows in the
database.

Users Profiles Databases |

Databases | Datalyase Details:

Da

logdb

Database Description The agetar database used for log and trace information
Database Tables 27
Database Tables Size 1230240

Database Reclaimable Space 0

Reclaim fiee space

CHECKPOINT s 2 26672 0
DOCREL z 13 40880 0
DOCSPLIT 3 0 z0480 0
ERRGRREGC 3 15 139264 o
INSTALLATION 3 1 24576 i
10EVENT 3 33 32788 0
s 2 11 az768 0
LOGDUPCHECK s 123 45152 a
LOGREC 11 &8 138608 0
LOGSRC 5 12 az7e8 0
LTSTATUS 2 0 12288 0 [ Fedamtabe space | 7l
SOL Cansole Update Database
Enter 5QL
Execute SOL Clear SGL Console

SQL Console output:

-l

4.7.2.1 Derby database specific details

The database shipped AGETOR is derby. AGETOR shitis a few extra features for managing
the derby database specifically. This includeswaton of allocated space for the database and
manual data reclaim of unused space. This is dtieetéact that derby does not automatically frees
allocated data space that is unused due to deléttos has to be done manually by either clicking
the “Reclaim free space” button for the selectethlimse, or by explicitly reclaiming space for a
given table.

4.7.2.2 SQL Console Tab

The SQL Console tab provides the possibility tocexe SQL statements manually and displaying a
possible output in the SQL Console Output text afdds gives the user the possibility to create
specific search statements which cannot be formdlasing the provided GUI. Also updates and
database specific commands can be executed here.
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4.7.2.3 Update Database Tab
The Update Database tab is used to update/upgraateaf previous version of AGETOR database,
incase of new product updates which requires clmimgthe database structure. There are 3 main
functions in this tab:

1. Update Database Tables

2. Restore Database Default

3. Run Update Script

1. The Update Database Tables updates the tabthe matabase with the latest columns, indexes,
etc. that comes when upgrading an existing instafido a new version.

2. The Restore Database Default restores the dmtabats default state.
This means that all data in the database will be deted

3. When installing an update it is possible thatéhhave been changes in the database structtire tha
requires an update script to be run, before thllaton can continue to function properly. This
will be clearly stated during the installation pess, if this is necessary.

4.8 Installation Management GUI

With the introduction of the new license systemAGETOR 3.0 a need to view the installed
products and licenses arose. Therefore the Admatich web pages has a tab called Installation,
which shows the details for a given installatioicethse details for the installed products, and

product specific license properties.
AGETOR’ ADK

Developer License

Project: AGETOR3

User logged in: Administrator Menu »

Users | Profiles ‘ Databases i Installation |

Installation Information

Installation Name AGETOR3
Installation Location Ci\Agetord
General License Information

License Developer License

License Type Developer

Expires 20.08.2008

Issued To

Issued By

License File
Installed Products

Product Name

pader Herborg
Bording Data (
Ci\agstor3\Ims\

Product Version Product Description Has Lic Details

,.
8
5
]

ADK

AGETOR Print
AXT Basic
AXT Docdeliver
AXT EDT
AXT FTP Inlet
AXT Mail Infet
AXT Soap Inlat

Product License Details

Product useable when expired
Product Properties:

3,0.0 Agetor Business Integration

3.0.0 AXT Print

3.0.0 Agator Application Integration (AXT Server)
3.0.0 AXT Docdeliver

3.0.0 AXT EDI

32.0.0 AXT FTP Inlet

3,0.0 AXT Mail Inlet

3.0.0 AXT Soap Inlet

GOQ0QQ000

gy oo o 1) ot el

Here the general installation and license infororatis shown, together with
products, and whether they have a license or not.

a list of installed
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4.9 Technical interaction and API

4.9.1 The LoginFilter

The login filter web filter redirecting all requesd the web server through this filter. This

configured in the web.xml for the web server. Titterf checks if the user is logged in to the system
before allowing access to the requested pageeltifer not logged in to the system, the filter will
redirect the user to the login web page.

49.1.1 Disabling the LoginFilter

The LoginFilter is enabled by default, but can heabled either by manually editing out the
LoginFilter configuration in the web.xml for the tweserver or by disabling it in the
AGETOR_HOME/conf/properties/adminprivate.properfesperty file.

# Bypass the login filter, allowing access to all w ebpages regardless of login
agetor.login.filter.disabled=true

49.1.2 Excluding URL'’s from LoginFilter

Some times it is not desirable that a servlet regua login to be used, for instance when thene is
user involved in the communication process. Theeetoe LoginFilter allows pages to be excluded
from the Login restriction. This is illustrated bel, where the relative URL’s areonsecutive
numbered exclude pages in R&ETOR_HOME/conf/properties/adminprivate.properfpesperty
file:

# The Login Filter excludes the following pages fro m redirection to Login Page
agetor.login.filter.excludepage.1= I/servlet/
agetor.login.filter.excludepage.2= /soapinlet/

4.9.2 PageAccessFilter

The PageAccesskFilter is a web server filter like toginFilter. It restricts users from accessing
specific pages in the web server if the user doets have access rights. In order for the
pageAccessFilter have any effect a user must lgetbm.

4.9.3 URL-based login and external property overrid  ing

493.1 Automatic URL login

It is possible to avoid the manual entering of naaere and password by supplying the username
and password as URL parameters accessing a pagewillhcause a redirection the Login Filter
which will retrieve the username and password atetmpt to login. If the login is successful the
user will be redirected to the originally requespege automatically.

Example:

‘ http://1ocal host/agetor2/1ogin/login.jsp?usernanme=adni n&asswor d=admni n ‘

4.9.3.2 URL Property settings

When automatically logging in a user with URL paedens it is possible to override properties set
for this user by manually supplying these propsriihich needs to be overwritten as URL
parameters on the request URL.

Example
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‘ http://1ocal host/agetor2/1ogin/login.jsp?usernanme=adni n&asswor d=admi n& trace. group=groupl ‘

N\

2% Each property is prefixed with an underscore(_hioimize the risk of name clashing.
2% Note that the property is identified with its comiel path and that the value must be URL
encoded if necessary.

5 Configurable persistence of AXT transformation da  ta

AXT offers the possibility to configure persistenoé data during the transformation process.
Subsequently documents failed during a transfoonattep may be inspected. Furthermore one can
configure AXT to store the documents and each dtemg the transformation process to follow the
process and possibly track down errors which oecugarlier in the transformation pipeline, but
where not reported.

5.1.1 Data Storage Modes

There are four different settings which can be usech the AXT configuration file to determine
when to store data.

ALWAYS Saves all datasets regardless of erroustat
NEVER Does under any circumstance save any data
ONERROR Saves all datasets in the transformatiany of them are in errqr

otherwise it does not store anything.
ONLYERRORDATA Stores the datasets in error, but tloé ones which where
successful

These modes/settings are configurable on threerdiit levels: globally, on document entry level
and on filter level, each overruling the former.

\ o/

2%  The actual setting is the four modes are case sitsen

5.1.2 Global configuration

The default AXT setting is to never store transfation data.
This setting can be found in tB@GETOR_HOME/conf/properties/axt.properties file

# The default behaviour for AXT is not to store the documents

# There are 4 possible settings: never,always,onerr or,onlyerrordata
axt.configuration.storedata=never
axt.configuration.storedata.location=${AGETOR_HOME} /data/axt/documents/

Here the location where to store the document dathmetadata for each transformation step is
also configurable.

5.1.3 Document Entry Configuration

On document entry configuration the global settigconfiguration.storedata can be
overruled locally with the attribut@oredata  (illustrated in the example below).

‘ <doc name="hello" storedata="always" > ‘
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<key name="function" value="hello"/>
<filter class="dk.bording.axt.tc.xsl.XSLProcess">
<param name="xsl-script" value="${AGETOR_HOME}/c onf/axt/examples/basic/hello.xsl"/>
<[filter>
</doc>

Setting thestoredata  attribute to*always” will cause the document and metadata to be stored
before each filter invocation in the document enlnythe example above, even though the global
setting is set to never store data, this documainy evill store input document and metadata before
invoking the XSLProcess filter.

In the example below the input document and metaded only stored if theLSProcess filter
fails.

<doc name="hello" storedata="onerror" >
<key name="function" value="hello"/>
<filter class="dk.bording.axt.tc.xsl.XSLProcess">
<param name="xsl-script" value="${AGETOR_HOME}/c onf/axt/examples/basic/hello.xsl"/>
<[filter>
</doc>

5.1.4 Filter Level Configuration

The third possibility is to configure the data sige functionality on filter level. This overrulesth

the setting on document entry level, and on gldbe¢l. In the example below there are three
settings in effect. However the only active onetfas example is thetoredata = “always” on
the filter level since it overrules all previoustseys.

<doc name="hello" storedata="onerror">
<key name="function" value="hello"/>

<filter class="dk.bording.axt.tc.xsl.XSLProcess" storedata="always" >
<param name="xsl-script" value="${AGETOR_HOME}/c onf/axt/examples/basic/hello.xsl"/>
<ffilter>
</doc>

In the next example we have configured the docuraetty only to store data on errors. This means
that filters will be executed in a serial fashiardaf one fails only the input data for this filtex
stored. Input data for previous filters which swemed are not stored. Furthermore in the example
below the document entry setting is overwrittenabffiter which says that even though this filter
fails, AXT should not store the input data here.

<doc name="hello" storedata="onlyerrordata">
<key name="function" value="hello"/>
<filter class="dk.bording.axt.tc.xsl.XSLProcess">
<param name="xsl-script" value="${AGETOR_HOME}/c onf/axt/examples/basic/hello.xsl"/>
<ffilter>
<filter class="dk.bording.axt.tc.xsl.XSLProcess" storedata="never” >
<param name="xsl-script" value="${AGETOR_HOME}/c onf/axt/examples/basic/hello2.xsl"/>
<ffilter>
</doc>

5141 Local Call Filter and XMLSplitFilter

The local call filter is a special filter case whicequires special handling of the storedata mode.
Like any other filter the input to the local caltdr can be stored with the storedata attributé, b
unlike most other filters the local call filter iokes a set of new filters. The storedata valubésd
filters can be set using tlehildrenstoredata attribute, and the result is that the documenty&nt
storedata data attribute (invoked by the local)cal overruled by the value set by the

AGETOR/A X T 3.0 what's new?
33

version: 1.0.0



AGETOR’

childrenstoredata filter. If the childrenstoredasa not defined the storedata value from the
documententry of the localcall is inherited instead

5.1.5 Performance Issues

Adding storage of data files between each filtansformation for AXT Transformation naturally
comes with a considerable performance penalty. Hmmhe performance penalty is depends on
the various different aspects which we describaeiail below:

* Storedata mode fever ,always ,onerror ,onlyerrordata )

» Size of the data

» Complexity of the transformations compared to theunent size
» Disk speed and CPU speed.

The performance can greatly depend onstiedata mode for the transformation. In the schema

below the expected performance impact is listeddtleon statistics) with an average of various
sizes and number of transformations. The indekestime used, thus and index of 1.5 means that
the transformation takes approximately 50% longer complete, compared to the indexed

transformation.

NEVER Doesn’t save data and thus is used as an index 1
ALWAYS Saves all datasets during the transformation, wt#&n
the transformation is complete moves the data to
AXT documents repository.

ONERROR Saves all datasets during the transformation aed |th.5
discards them as there was no error.
ONLYERRORDATA Saves all datasets during the transformation aen |th.5

discards them as there was no error.

2% All transformations ran without errors.

It important to realise that no matter whisloredata ~mode that is chosen besidesver ", a
considerable performance impact may be expected FXT will need to store the data input for
each filter. Only when the entire transformatios nan to an end it can be determined whether to
permanently store the data or not. For small dasadata can be buffered in memory, thus speeding
up the process. For large document data AXT muase she data temporarily on disk until it has
been determined what to do with it. Thus for snslcuments the performance impact will be
considerably lower than for large data, as all terapy data can be kept in memory. For large
document data both the AXT cache and the Systekncdishe will be stressed as large amounts of
data is written to disk and the later delete.

The size of the memory buffers can be tuned inattgroperties configuration file (see the

AXT User Guide for details).

2%  For large data files with thstoredata  turned on, expect a performance slowdown of a
factor of 2 unless the filter processing of theadst time consuming (dominating). For
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smaller data files expect the processing to btla flower than normal, but not more than a
maximum of 10-15%.

2% Tune the AXT buffer size for better performance&damcrete scenarios

5.15.1 Timeout Issues
Due to the added processing time when storing diat@out problems may arise when using the
store data option. This is also the case with #téing)s: onerror andonlyerrordata . This is

because AXT often has to store all data, becausanhot before the transformation has ended
whether or not it was successful.

Currently this has been noticed when usingObeieliverOutlet filter. This is due to the fact
that AXT now uses a bit more time on the processing to the storage of data process. These
timeout problems can occur in two different scammwhich look like this:

1. dk.bording.inside.orb.RemoteTimeoutException: Input timeouted
This problem can usually be overcome by tuning ieerTimeout ~ parameter on the
docdeliverOutletFilter . The timeout used for the communication with tHa9

2. dk.bording.axt. AXTProcessException: Error ERR_SERVI CECONTACT
This problem can usually be overcome by tuningribePONSELttribute in thevroker.cfg.
Which is the number of seconds the broker will wWait a service to respond to a client
before timing out and sendingh@ SERVICE CONTACTrror to the client.
This error is usually due to the fact that thecdeliverOutletFilter iS running in
synchronized mode and thus must keep an open dioméz await completion of the job.

6 Configuring periodic cleanup of failed/succeeded dataset

The persisted data and job-files stored with DD8 AXT may be deleted when they reach a
certain age. This is recommended to avoid buildtifarge space-consuming files. Especially if
AXT is configured to persist much data (always op)j setting the delete threshold low is
recommended.

The configuration of periodic delete is specifiedthe DDS configuration file with the tags
shown below.

<deleteFailedJobs schedule="0 10 * * * ?" age="2 w eeks"/>
<deleteSucceededJobs schedule="0 20 * * * ?" age=" 2 weeks"/>
<deleteAXTErrors schedule="0 30 * * * ?" age="2 we eks"/>

The tags are simply place inside tlvedeliver  root-tag of the configuration.

The three tags specify the frequency of deletihg, age of datasets that qualifies them for
deletion and of course the type of files in quest{tailed DDS jobs, succeeded jobs or AXT
datasets).

The frequency is defined using a cron-expressiorthé example these expressions define that
the deletion check is performed every hour at I0ad 30 minutes past the hour. Only datasets
that are more than 2 weeks old are deleted inxample.

Theage attribute accepts expressions like:

1 day, 10 days, 7 minutes 30 seconds, 2 month, ...

Etc.
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Please refer to the Quartz homepage descriptiamanexpressions for details on these:
http://quartz.sourceforge.net/javadoc/org/quartaiTrigger.html

2% Not defining the periodic cleanup will result inuas behavior. l.e. no deletion of DDS-files
(failed or succeeded). However the AXT datasetsaar®mved after 2 weeks by default.

/7 JOBS GUI

A new GUI for managing DDS jobs has been implem&nifehis GUI allows for searching,
ordering, grouping jobs from multiple DDS servarghe system.

Job status and information is shown in result $ets1 which selected jobs may be deleted,
redelivered and refreshed with data from the L&$teyn (job enrichment).

Job details may also be inspected and modifiedcan@sponding data files may be downloaded
locally for inspection and modification and subsemfuupload and redelivery. The details of the job
are shown in a separate window (see section 3.faRa screen dump of this interface).

Jobs have link to their corresponding traces irtihee system.

The jobs may be enriched with information (documand trace properties) from the L&T
system but this require configuration.

The JOBS GUI allow for flexible configuration of wecolumns of such data as well as
configuration of search fields for specific infortioa items.

Search Criteria

Simple I Advanced
S | Al w Server | Al I Max Resuts | 200 w
Job Results
Group By | Media - [ Expand all ]| collaps= all Selact all DeSelact All Displaying 83 job{s) out of 72 found job(s)
- file {3)
Status Date Server Media Ref Type Description Error  Details  Trace
| 1] 31-08-07 11:19:59.823 CEST Local AXT server file XML order =3 Enrichmant example Filz system peristance of XML order 8 @
" ] (/] 31-08-07 11:19:57,494 CEST Local AXT server file XML order =2 Enrichment example File system peristance of XML order 2l @
7] o 31-08-07 10:41:54.786 CEST Local AXT s=rver file XML order =1 Enrichmant sxample Filz system peristance of XML order &) @
» [ mail (10}
= [] axt{50)
Status Date Server Media Ref Type Description Error Details Trace
(7] 31-08-07 11:15:56,323 CEST Local AXT server axt ref CWS-file cvs-cony Orderhd test invocation a @

[ Redaliver [ Delste | [ Refresh |

Figure 5. The JOBS GUI

2%  Please refer to the AXT JOBS GUI user and insfallagjuides in your installation for more
information.

8 Architectural changes

8.1 ADK DB-service (vs. log service)

A new service is being shipped with ADK 3.0. Thelgedatabase server which was an integrated
part of the L&T service now runs in its own seryitke ADK DB-service. Besides starting the
database network server, the service exposes |Dttiftins for retrieving user rights. It is the plan

AGETOR/A X T 3.0 what's new?
36

version: 1.0.0



AGETOR’

that the service will later be expanded to includnfiguration support for the distributed
ADK/AXT system.

The service is automatically installed with ADK astdirted with the service-runner. The Log-
server will now use the database embedded in thed)ce rather than starting its own database.

The DB-service is started first, then the L&T-sees and then the rest of the services in the
service runner. This ordered start-up is configumredhe service launch-configurations. As a
consequence of this division, the L&T service maysharted and stopped without influencing the
user management and configuration functions oDiBeservice.

However, for the L&T-service to be able to work pedy you must ensure that the DB-service is
running first.

8.2 Configuring the distributed system (multiple in stallations)

N\ /

2%  This section is only relevant if you use multipemeunicating installations (projects).
Single machine installations run out-of-the box.

In a system using multiple communicating AGETORtaHations (e.g. with a secure/semi-secure
network division), the choice of a central log-ssrand a central db-server must be made. These
components are then shared by all components ofysiem (applications logging or requesting
user rights information etc.).

The log- and db-servers communicate with clientsngusIDL-methods thus the broker
configurations of the installations must define haow reach the servers from all involved
installations. This section describes how this uration may be done.

2% At present the L&T management and the User righimagement GUI's communicate
directly with the db-service and thus require direfdbBC access to the server. l.e.
management from other machines may not work iivelis are in between.

8.2.1 How to set up logging server routing

If the log-service is located at machine:project:RiLland another project M2:P2 wishes to use the
log-server, then the log-service requests from P2 simply routed to P1 in the broker
configuration.

8.2.1.1 Direct access to the remote log-service
In the example below we pinpoint the address ofrémeote log-service (m2:30050). This requires
ability to establish direct socket connection te siervice and does not use whatever remote broker
routing would be setup.

On m1l:

<SERVICES>
<SERVICE NAME="logserver" HOST="m2" PORT="3 0050"/>
</SERVICES>
<ENVIRONMENT NAME="agetor">
<QUESTION NAME="logserver* QNO="118"/>
</ENVIRONMENT>

8.2.1.2 Indirect access to the remote log-service using thiemote broker as proxy
This example forwards the request directly to ttekér on the other machine. I.e. the configuration
of the log-service on the other broker is used.

On ml:

‘ <SERVICES> ‘
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<SERVICE NAME="m2broker" TYPE="broker” HOST ="m2" PORT="20002"/>
</SERVICES>
<ENVIRONMENT NAME="agetor">

<QUESTION NAME="m2broker" QNO="118"/>
</ENVIRONMENT>

8.2.1.3 Indirect access to the remote log-service using éwall tunnelling
On ml
<SERVICES>
<SERVICE NAME="m2broker" TYPE="broker” IDENT= "unique_id" REACHABLE="false”
CONNECTING="true” />
</SERVICES>

<ENVIRONMENT NAME="agetor">
<QUESTION NAME="m2broker" QNO="118"/>
</ENVIRONMENT>

On m2

<FIXEDCLIENTS>
<BROKER NAME="m2broker” HOST="m1" PORT="20002" ID ENT="unique_id" />
</FIXEDCLIENTS>

Please consult the ARE _guide (AGETOR Runtime Guifiie) more information on firewall
tunnelling options.

8.2.2 How to set up configuration server routing

Configuration of db-server (configuration and usghts) is done in a similar way to the log routing
described above. Only the used QNO is 119 andefhéve port number is 51.
E.g.
<SERVICES>
<SERVICE NAME="dbserver" HOST="m2” PORT="30 051"/>
</SERVICES>
<ENVIRONMENT NAME="agetor">

<QUESTION NAME="dbserver" QNO="119"/>
</[ENVIRONMENT>

8.2.3 Mapping L&T application information to AXT/DD  S-servers

When multiple machines run DDS delivery and AXTnsforms they send trace information to the
central L&T service (in the usual configurationowkver, some of the information — such as error
and job details and the data files themselvesnatesent to the central L&T server. This would
simply be too inefficient and resource consuming.

Rather, the datasets and error/delivery informasdreld locally. Since ADK/AXT 3.0, access to
this information is achieved through IDL-invocatiaf the DDS-service on the machine in
guestion. The DDS-service is able to delivery tie¢aidls on error/delivery as well as the stored
datasets.

Since remote machines may be know by different saomethe local machine a mapping file is
required. This mapping is from application id’satltame with trace events).

To request the dataset from the DDS-service, wd teeknow the environment in the broker that
should be queried —i.e. how we communicate wighRDBS-server.

The XML configuration file located ahGETOR_HOME/conf/axt/servers.xml contains the
mapping from L&T application source information ordroker-environments.

For each DDS (AXT)-service running in the totaltseys a server entry is made in this file. The
server entry has a unique id number and an AXT URin the form
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“axtorb://<host>:<port>/environment” . l.e. the URL describes in one string the addtess
contact to speak with the DDS server using ORB-camipation.

For each DDS server entry a number of mappings fapplication id’s to the server may be
registered. At present only two application types supportedaxt anddds, since only these two
logical application scopes can communicate datasaisfunction internally in the system. If the
URL has no <host> specification, the default hgstised. If there is no environment, the default
environment is used.

Application id’s are strings with up to three compats; 1) the hostname that came with the trace
message, 2) the project name that came with the treessage and 3) the application type that came
with a function eventakt or dds). Thus when the DDS-service on machimd project pl
generates an error and stores data it sends tlosviiod information:m1/pl/dds To later request
data we lookup the axtorb URL and request the sghtice.

The need for this file stems from the fact thatriaene of a certain machine may differ from one
machine to the other. Also firewall-tunneling caa fequired and hidden by mapping to a certain
environment that defines the specific way of reaglthe DDS-service.

. <?xml version="1.0" ?>
. <axt-server-mapping-conf>

1
2
3
4 <l—this default mapping states that the default e nvironment on the local machine should be
used for all applications lookups from the local ma chine and project.
5. <server id="1" url="axtorb:///" description="Local AXT server (through local broker)">

6. <applicationMapping applicationid="//dds"/>

7. <applicationMapping applicationid="//axt"/>

8. <[server>

9. <!l— To map a function from dds on machine m1 projec t p1 to the agetor3 environment on the
local broker configuration the folowing may be defi ned

10. >

11.  <server id="2" url="axtorb://agetor3" description= "Remote server through agetor3
environment routing">

12. <applicationMapping applicationid="m1/p1/dds"/>

13. <applicationMapping applicationid="m1/p1l/axt"/>

14.  </server>

15.

16. </axt-server-mapping-conf>

With the above configuration all axt/dds functioimsthe L&T database are resolved to DDS
requests on either the local host and default enment if the source is the local host and local
project OR to DDS request on the local host (brpker environment agetor3 if the source is an
AXT or dads application running on host m1 projett

Note that the latter requires a definition of eomiment agetor3 in the broker configuration and a
DDS-service defined there.

To directly request the information from the DDSwvsee the following could be stated instead:

17.  <server id="2" url="axtorb:/m1:20030/agetor3" desc ription="Direct dds accesss">
18. <applicationMapping applicationid="m1/p1/dds"/>
19. <applicationMapping applicationid="m1/p1/axt"/>

20. </server>

Assuming the DDS service is running on m1:20030vi@isly there is no firewall tunnelling here.

8.2.3.1 The default mapping from application to environment

The servers.xml mapping file has a default mappaigapplication names to dynamically
constructed URL'’s. This mapping will be used for abplication names that are not explicitly
mapped to a static URL as described above.
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The mapping maps the request for AXT or DDS infdrarato the local host on an environment
name constructed from the name of the machine ameqgb from which the original trace event
came. l.e. if an AXT server on machine M1 and @Rl created a trace function in L&T, then the
subsequent request for data from the AXT serverdvga through the environment named M1:P1
on the local host. Thus the environment must baddffor such remote applications.

‘ <dynamicMapping url="axtorb://localhost/{machine}:{ project}" applicationid=".*"/> ‘

8.2.4 Example setup with two machines

To enable redelivery and error view lookup (andifetcommunication between AXT services), it
is necessary to configure the routing between AXO%servers in the broker configuration of each
installation that participates in the distributgdtem.

In the following the recommended method is desckibe

We describe a setup with two installations. On mreelid1l we have project P1. On machine H2
we have P2. The log service and db-service on R&esl as the central logging server for both
machines. There is a firewall between H1 and H2fisawall tunnelling (broker-broker) is
configured such that H2 establish the outgoing ection to H1.

Machine H1, project P1 Machine H2, project P2

1) Configuring the remote machine as a seryite configuring that this broker makes | a
(this assumes broker-broker firewall tunnellinggonnection so that the other broker becomes a

fixed client
<SERVICE NAME="broker-int"
TYPE="broker"
IDENT="unique_id"
REACHABLE="false"
CONNECTING="true"

>

<FIXEDCLIENTS>

<BROKER NAME="broker-int"
HOST="godzilla"
PORT="20002"
IDENT="unique_id"/>

</FIXEDCLIENTS>

2) Configure the service mapping in the default

environment. Log and configuration requesﬁeSideS the local services we define the DD$ on

(118, 119) are sent to the internal broker. H1 for direct access.
<SERVICE NAME="dds-int" RPORT="30"/>
<ENVIRONMENT NAME="agetor"> <SERVICE NAME="dds-ext" PORT="20030"/>

<QUESTION NAME="broker-int" QNO="118,119"/>
<QUESTION NAME="servicerunner" QNO="100"/> . . . .
<QUESTION NAME="docdeliver" QNO="256"/> 2) Configure the service mapping in the default

</ENVIRONMENT> environment.

3) configure the local services in the “lo¢akenviRONMENT NAME="agetor">

H ” H i i <QUESTION NAME="logserver" QNO="118"/>
environment” which is named according |to <QUESTION NAME"dbserver ONO="110">
machine and project for convenience only: <QUESTION NAME="servicerunner" QNO="100"/>
<QUESTION NAME="dds-int" QNO="256"/>

<ENVIRONMENT NAME="m1:p1"> </ENVIRONMENT>

<QUESTION NAME="logserver" QNO="118"/>

<QUESTION NAME="dbserver" QNO="119"/> 3) Configure services in the local environment
<QUESTION NAME="servicerunner" QNO="100"/> i i i H 4
~OUESTION NAME="docdeliver ONOS"256> which is named according to machine and
</ENVIRONMENT> project for convenience only

H 1 i i NVIRONMENT NAME="m2:p2">
4) [Optional] Configuring how to reach serwce‘s,E(QUESTION NAME="Togserver QNO="118>

on the remote project (defining the dads, log ANAQUESTION NAME="dbserver" QNO="119"/>
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- i . <QUESTION NAME="servicerunner" QNO="100"/>
Cfg SGerceS). <QUESTION NAME="dds-int" QNO="256"/>
</ENVIRONMENT>

<ENVIRONMENT NAME="m2:p2"> , _
<QUESTION NAME="broker-int" QNO="256, 118, 4) Map the external DDS service in the

119"/> “ . " .
JENVIRONMENTS external enV|.ronment. This allows the logal

L&T GUI to find AXT and DDS files on the
other machine through ORB-communication.
<ENVIRONMENT NAME="m1:p1">

<QUESTION NAME="dds-ext" QNO="256"/>
</ENVIRONMENT>

The distinction between the default (used) envirent{*agetor”) and the local environment is that
the local environment is used for defining the E& running in this project. The default (agetor)
environment is the services to use and these mayprésent on other machines. The local-
environment ionly used for information look-up from Log & Trace aepent.

When naming the environment according to the maclkand project services relate to we
automatically have a lookup from Log & Trace sindbe default mapping of the
AGETOR_HOME/conf/axt/servers.xml states that trace function requests should bdvexsdy
creating an ORB-request to the environment named:<p» where m is machine and project is
project of the tracing application.

9 Miscellaneous

9.1 New DDS parameters and properties

9.1.1 Retry pattern

The number of retries and the time interval betwéam may be specified by theryPattern
attribute instead of the usual combination of témeatives andretryInterval attributes. If this
attribute takes on a value other thane, it is interpreted as a list of retry intervalfhiéTnumber of
intervals in the string is the number of retriesf@eaned and thus the total maximum number of
delivery attempts is 1 + the number of intervalghe string. The form of the string is “10 sec; 30
sec; 5 min; 1 hour” —i.e. a semi-colon separatedgsof time expressions. Please refer to the DDS
user guide for details on the format.

The retry pattern is by default not used for anylimgype (the value isone in the default media
configuration file). From AXT The pattern could peovided for a delivery as below:

<filter class="dk.bording.axt.client.docdeliver.Do cDeliverOutlet" output="input">
<param name="mask" value="file%s.txt"/>
<param name="ftpserver" value="acme.main.serve r'/>
<param name="retryinterval" value="30;60;600"/ >

The above usage specifies that the job should teenpted redelivered after 30, 60 and 600
seconds. Note that this may produce four delivégnapts in total.
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9.1.2 Controlling checkpoint generation on delivery success and failure from
AXT

DDS now supports the generation of trace checkpamthe L&T system after successful delivery
or delivery failure. Two default media propertiestrol this:

Parameter Type Description Default

checkpointTextOnError Optional | A string that will be used to generateNane
Trace checkpoint in case the delivery fails

checkpointTextOnSuccess Optional | A string that will be used to generateNane
Trace checkpoint in case the delivery
succeeds

By default no checkpoint is generated but if theapgeters are specified for example from AXT
configuration they will be used.

9.1.2.1 Using variables in checkpoints
The checkpoint text may include variable refereriodbe following type of information

» other job properties
* document properties
» trace properties

The trace and document properties are resolved wigecheckpoint is persisted in the log server. If
the referred to properties are not present in #gtaldhse they will not be resolved.

Job properties are resolved by DDS at the timgdheither succeeds or fails and the checkpoint
text is submitted to the log server.

Properties to be substituted are entered in thekglmént text string using the following notation:

[<type>:<name>]

Where type is one gbb , traceprop , docprop and name is a valid property name of the given
type. l.e. name could beedia or description if the type wagob since jobs do have these
properties.

Valid trace and document properties depend on wdraperties have been attached by
configuration.

The following example illustrates how a checkpdext might be defined:

<filter class="dk.bording.axt.client.docdeliver.Doc DeliverOutlet" output="input">
<param name="checkpointTextOnError" value="The fil e ([docprop:ref]) sent by [docprop:sender]
with did=[job:_did] for media [job:media] on trace- type [traceprop:type] in group

[traceprop:group] could not be delivered!"/>

Checkpoint generation on delivery attempts

If DDS is configured to retry delivery a numbertwhes, only the last failure will result in an erro
in the trace system. However, DDS can generatekplogtds to the L&T system after each failed
attempt to document the delivery attempt. Theseclgiwnts are by default generated with a
severity level of “info”:
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/ T-90

| |Delivery attempt 1 of 2 failed. Next retry at Tue Jun 26 10:15:43 T-90/bbo- pc2/adk2.2/1VM-2/dds/core(1)

(v] 26-06-2007 10:19:33:056 i
CEST 2007

o 26-06-2007 10:19:49:841 i | Delivery sttampr 2 of 3 failad. Next retry st Tue Jun 26 10:20:18  _goypp . oo dis o) -2 /dds/ core( 1)
CEST 2007

o 26-06-2007 10:20:35:602 i |CEDS_Er“;Eg:""E"“"‘ 3 of 3 failed. Next retry at Tue Jun 26 10:20:45 |1 g 4005 fadicn 2/1WM-2/dds/core(1)

The generation of such checkpoints and their sgvenwel is controlled by the following two DDS
properties donf/properties/docdeliver.properties file):

docdeliver.checkpointsonretries Optional | States if checkpoints shouldrue
be made each time the DDS

is unable to deliver a file
but will retry later. The
checkpoint will state the
time of the subsequent retry

docdeliver.checkpointsonretrieslevel Optional |The level of the checkpointnfo
generated in connectign
with retries (see above).
Possible values are “info,
“warn”, “error”.

10 API news (for developers)

10.1 Generating AXTRetryableProcessingExcepetions f  rom custom AXT
filters
AXT transformations can have their processing edttinder the following conditions:

1) The transformation must be initiated by the DDSee(this will be the case for FTP, FILE
and Maillnlet input) since it is the DDS serverttbaes the retrying
2) A failing filter in themaintransformation throws @xTRetryableProcessingException

The AXTRetryableProcessingException can be createlthrow as show below

‘ throw new AXTRetryableProcessingException(new AXTP rocessException(“throw this nested one..")); ‘

l.e. wrapping an existing exception but also talanstring parameter or both. Typical usage would
be in places where the error is due to temporamyngonication problems.

10.2 Communicating precise error context from custo m AXT filters

The new AXT Error view GUI enables viewing of thecg context from custom AXT filters. Since
all AXT filters throws an AXTEXxception in case diliure, this is abstract class has been enriched
with anErrorList  query method. Which all subclasses must implenmeatder to make use of the
added error view GUI. A speci@rorData class has been created which contains the data
viewable in the GUI, such as exact error locati&mor snippet, error message etc.

The following example creates @mnorData  Object from arransformer ~ exception, setting the
line and column number:

public class MyAXTException extends AXTException {
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private List errors;

public MyAXTException(Throwable t) {
super(t);
errors = new ArrayList();
if (t instanceof Transformerexception) {
errors.add(getErrorData(t);

}

public ErrorData getErrorData(TransformerException exception) {
ErrorData errordata = new ErrorData(exception);

Sourcelocator sl = exception.getLocator();

if (sl'=null) {
errordata.setLineNo(new Long(sl.getLineNumber())) ;
errordata.setColumnNo(new Long(sl.getColumnNumber )k

}

Return errordata;

}

public List getErrorDatalList()
{

return errorList;

}
}

AXT will automatically try to extract the sourcergext from the supplied line and column number,
or byte position, if supplied by tl@rorData  object. See the JavaDoc for more details on usage.

10.3 Adding function support in L&T
Please refer to the Log & Trace programmer’s guitlere examples and API are presented.

10.4 Accessing transformer instance and document ID in an XSL context

In order to support the generation of document &sveuch as receive, transform, send, attachment
of information or checkpoints in the context of X8hd in Java-classes called from XSL, AXT 3.0
provides access to the current TID (transformetaimse and event factory) as well as the id of the
current document (For introduction to the Log & deaAPI please consult the API-guide).

The current transformer instance is passed to XSipts as the parameteriD. The document
id of the input dataset is passed by the nami¢ . The did parameter is a string. The'lD
parameter is an instance of thkebording.inside.trace.TID class. The instance is for the
invokedXSLProcess filter.

The intended usage is to pass this parameter t¥$hescript and from there to any Java-class
that wish to produce trace-events. At present meifip event-extension is provided for XSL. We
shall illustrate how the transformer and documehtcould be used from Java with a simple
example.

In our example an XSL-script receives XML-inputttsaould be processed. Each element in the
XML-file is processed and we wish to produce cheukis after processing each element and when
we have processed all elements successfully. Wamusxample Java-clasedcingJavaxsL ) for
creating the checkpoints. The Java-class is intiaind called from XSL.

The input file has the format shown below.

<?xml version="1.0" ?>
<elements>
<element qty="12" price="200" id="EA12344332"/>
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<element qty="11" price="330" id="PTP22344332"/>
<element qty="11" price="330" id="IR22344332"/>
</elements>

The XSL-script looks as follows.

21. <xsl:stylesheet xmins:xsl="http://www.w3.0rg/199 9/XSL/Transform" version="1.0"
22. xmins:TID="xalan://dk.bording.inside.trace.TID"

23. xmins:CPCls="xalan://dk.bording.axt.examples.Tr acingJavaxXSL"

24. >

25. <!-- we may expect a tranformer factory (_TID) an d a document id (_did) that are set by
the AXT core

26. -->

27. <xsl:param name="_TID"/>

28. <xsl:param name="_did"/>

29.

30.

31. <xsl:template match="/elements">

32. <test>

33. <!-- create a new instance of our own java class -->

34. <xsl:variable name="cpCls" select="CPCls:new()"/ >

35. <!-- set the transformer and the doc id on our class -->

36. <xsl:variable name="dummy" select="CPCls:i nit($cpCls, $_TID, $_did)"/>

37. <!-- for each element we calculate the total (to illude processing) -->

38. <xsl:for-each select="element">

39. <element>

40. <xsl:attribute name="id">

41. <xsl:value-of select="@id"/>

42, <Ixsl:attribute>

43. <xsl:attribute name="qty">

44, <xsl:value-of select="@qty"/>

45. </xsl:attribute>

46. <xsl:attribute name="price">

47. <xsl:value-of select="@price"/>

48. </xsl:attribute>

49. <total>

50. <xsl:value-of select="@qty*@price"/>

51. <[total>

52. </element>

53.

54, <!-- have our class make a new checkpoint (with it's own sub-transformer id) -->
55. <xsl:variable name="dummy" select="CPCls: doCheckPoint($cpCls, concat('Processed
element with id ',@id))"/>

56. </xsl:for-each>

The passing of the parameters is defined in thesliin-8. Besides a namespace definition for the
transformer class is made in line 3. This is neags$ we wish to invoke functions directly on the
class in the XSL-script.

The construct from 18-36 is a loop selecting adin@tnt tags of the input. Immediately before
selecting these elements we create an instandee afalva-class that should create checkpoints. We
pass the TID and did values to the class in line 16 (callingiaif) = method). The init method
creates a sub-transformer instance (representeff)itand stores the _did for later use. The init
method is:

public void initc (TID tid, String did) {
this.did = did;
thi=s.subTid = tid.createChildTID ("TracingJswaXIL™) ;

The line 19-32 simply generates XML-output whicts e original shape except we add a total
attribute {otal ). This part is simply illustrating some processiagjive sense to our example.
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In line 35 we invoke theéoCheckPoint()  method of our Java-class.

public void doCheckPoint (S3tring label) |
CheckPointEvent cpEvent = subTid.getCheckPointEvent (did) ;
cpEvent.setlabel(lakbel) ;
cpEvent.setLevel ("INFO™) ;
cpEvent.commnit () ;

}
In this code we generate a checkpoint event hatiedabel passed from the XSL-script. The label
is a string consisting of the texerocessed element with id” followed by the extracted id of
the element.

The complete Java-helper class is shown below.
public class TracingJawvaX3L |

private String did;
private TID subTid:

public void initc(TID tid, String did)
this.did = did:;
thiz.zubTid = tid.createChildTID (" TracingJawaisL™)

public void doCheckPoint (3tring label) 1

CheckPointEvent cpEvent = subTid.getCheckPointEvent (did) ;
cpEvent.setlLabel (label) ;

cpEvent.setLevel ("INFO™) ;

cpEvent.comuit ()

Lt o Y I xR I Ty Y Y AN R o Y - Y o R B ) |
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The result of the processing and checkpoint geloeras reflected in the L&T-trace of the
transformation. The events are shown in “flat” mbeéw.

Trace Results
Trace List | Trace Events ]
{T-334

o 27-11-2006 11;45:14:523 Received d1 From invoking client(browser?) T-224/bba-lapte
0 27-11-2006 11:45:14:523 @ Sentdl To ™% main(4)1/HS Process(d T-234/bbo-lapte
0 27-11-2006 11:45114:523 Receivad di Frorm # docentry("trace in wsl" | 49 T-334/bbo-lapte
o 27-11-2006 11:45:14:575 j,; i%f’mcessed elernent With id EA12344332 T-334/bbo-lapte
0 27-11-2006 11:45:14:575 -i.—‘" |§| Frocessed element with id PTP223443532 T-234/bbo-laptc
o 27-11-2006 11:45:14:575 i) i%%cessed element with Id IR23344332 T-224/bbo-laptc
Q 27-11-2006 11:45:14:575 j.-‘" |§|Done checkpolnes fron JAVA/NSL T-334/bho-lapte
0 27-11-2006 11:45:14:585 @ Transformed di To d2 T-234/bbo-laptc
0 27-11-2006 11:45:14:595 @ Sent d2 To *® docentru(trace in nsl" | 4) T-234/bbo-lapte
0 27-11-2006 11;45:14:595 Received d2 From ™ main(4)/HSLProcess(4 T-334/bba-laptc
0 27-11-2006 11:45:14:5395 @ Sentd2 To ? T-334/bbo-laptc
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In hierarchical view mode the XSL/Java-class hasw noheir own sub-transformer
(TracingdavaxSL ) below thexsLProcess filter. The use of a sub-transformer may or mat r®
appropriate. This depends on the processing sersamti this example we did it to illustrate the
possibility but the semantics of the processinglaipuobably call for no sub-transformer.

fT-234 /bbo-laptopfadk2, 1 0M-1/axt fcore(1] fdocentry(Mtrace in =z1" | 41 /main(4) /HSLProces=s(4)

e

27-11-2006 11:45:14:523 Received d1 From * docentry(Mtrace in nsl" | 4]

27-11-2006 11:45:14:575 .
Tracinglava#SLI2]
to 27-11-2006 11:45: 141575 ™ TracinalavaxSL(z
Transformed dl To d2

27-11-2006 11:45:14:585
27-11-2006 11:45:14:595

Sent d2 To # docentry(Mtrace in usl" | 4)

QOO0
EE O @

{T-324 /bbo-laptopfadk2 1% M-1/aut fcore(1) fdocentry("trace in usl" | 49 frmain(4] f8SLProcess(4]) /Tracinglava®SL2])

SRS —

27-11-2006 11:45:14:575 A [E

27-11-2006 11:45:14:575 Ay 2]

27-11-2006 11:45:14:573

Sl Ul <
e
5
]
Iy
b
fy
Y
3
i
E
3
il
&
I
0
]
L
-l-a
+a
L
]
]

Q000

Z7-11-2006 11:145:14:1575 Qone checkpolnts frore JAVASKSL!
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